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SECURITY CONCERNS

Want To Sleep Sounder?
Assuming that your mattress isn’t lumpy, health isn’t an issue, your neighbors’ dog doesn’t howl at night
and your teenager comes home on time . . . then check fraud is a relatively easy nightmare to keep at bay.
This newsletter is devoted to that single issue. It’s not meant to frighten you – although it may – but to lay
out the facts and offer some security alternatives to protect your business checking accounts.

Investing In Security
According to the American Bankers Association website, seventy-two percent of the banks in this country
reported check fraud in the year 2000 for a total dollar loss of $690 million! And it has doubled in the
past two years! It is a commonplace white-collar crime. It is not hard to engage in and perpetrators are
difficult to catch. You read little about it in newspapers because victims and banks do not want it publi-
cized. Check fraud can ruin a successful business in a single day yet it costs relatively little to guard
against!

The Basics
Secure checks cost more to produce and many business owners are simply not interested in spending
extra money. Saving money doesn’t make sense however when you consider what check fraud can cost.
Never mind the time wasted identifying the problem, closing the account, opening a new one, bank and
police interviews and possible court appearances; think about the distinct possibility that your business
could be set back months, years or even totally ruined. Do you know who is responsible for the losses
that occur from check fraud? Have you ever discussed check fraud with your banker? Have you exercised
“ordinary care/due diligence” (reasonable document protection) by making sure that security features are
incorporated into your checks? If you have not, you can be held liable for “comparative negligence,”
which shifts loss liability from your bank to you, the account holder.

What Is Enough?
All of the checks we sell have security features but not all have the same features. With one write manual
checks and three on a page manual checks the standard security features are minimal. Laser and continuous
checks tend to have a few more stock security features. There is additional protection to consider, particu-
larly for laser and continuous checks. The paper is an important consideration. Most checks are printed
on 24 lb. MICR bond. This newsletter is printed on an actual sample of 25 lb. DocuCheck® Impede™
LineMark™ , the first truly new security paper of the 21st century. It effectively counters all top check and
document fraud techniques. With this paper, lines optically change from light to dark under reflected or
transmitted light. Impede effectively deters more than fifty agents used to alter checks. It also is available
with TonerFuse® coating making it difficult for forgers to “lift” amount numbers using adhesive tape and
then replace them by laser printing with higher numbers. There are also random green and blue fluores-
cent fibers imbedded in Impede which glow under black light. On the surface of these remarkable papers
we can add other features such as a pantograph that will show the word “VOID” on copied or scanned
facsimiles of checks, micro printed signature lines, bleed through ink for numbering, custom pantographs
using your logo, prismatic printing, erasable ink, invisible fluorescent ink, non-reproducing ink and, finally,
warning bands to let bank employees know which security features to scrutinize for authenticity of the
check they are cashing.

Check Them Out
Printed here are many of the security features that are mentioned above. Admittedly, this security stuff is
not exciting or particularly fun to contemplate. However, having all or some of these features on your
financial documents will let you sleep better at night. Why take a chance on being part of next years’
statistics on the American Bankers Association webpage?
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What Else?
Get smart about security in all areas of your business. When you order new checks insist on better security features if they are available on the checks you use. If
you use gift certificates ask for similar features. When you receive shipments of checks or gift certificates, examine them at once. Make sure that all sequential
numbers are there, particularly if a package appears to have been tampered with. Lock up your check supply and keep it locked. Lock up cancelled check files
too and all documents relating to your bank accounts. Get a good shredder and use it for everything. Forget cheap shredders; they will not last and, because they
are difficult and slow to use, they inevitably will not be used. (Ask us for information on good shredders.) If you use an off-site payroll service, make sure the
checks they produce have the security features you feel comfortable with and that they are stored securely. Be aware that a periodic high balance in any payroll
or other special use account makes a tempting target for check fraud and set up arrangements with your bank to fund those accounts for the shortest window of
time necessary. Arrange with your bank to have checking account statements and cancelled checks sent to you at home rather than to your business, and
examine each check to make sure the vendor or employee is authentic. And, while on the subject of employees, vet your accounts payable and receivable
people carefully and be particularly wary of any employee who never takes a vacation and shows up even when sick; usually it is because they have something to
hide.

Your Worst Nightmare
We read of a case recently where a vitamin company lost $92,000.00 to an employee who endorsed both payables checks and receivables checks made out
to the company and then enclosed them with her credit card payments. Her credit card company credited all of the checks to her account without question –
checks just go through automatically - even though the pay to the order of was different and often the amounts were greater than what she owed. Meanwhile,
this person credited the vitamin company’s customer accounts for the payments customers made. All of the checks were processed as usual by the vitamin
company’s bank and the owner suspected nothing . . . until he began getting calls from the IRS and his vendors! The employee is now serving 16 months in
prison but the vitamin company owner has so far only recovered about twenty-five percent of the $92 thousand he lost. The banks’ argument is that the
owner should have taken more care in his hiring and therefore bears most of the responsibility for his losses.

Trafficking in Check Fraud
A recent speeding stop by an Ohio Trooper resulted in the seizure of $207,257 in counterfeit commercial checks as well as a counterfeit driver’s license and
three different Social Security cards.

A Quote Worth Quoting
“You can rob a lot more banks with a pen than with a gun!” James Sloan, head of the Boston office of the Secret Service.
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